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The Firewall DFL series is a line of products that offers a variety of functions to satisfy customer
demands. For security administrators and IT managers, network monitoring and analyzing are the keys
to making networks operate more efficiently. To fulfill these needs, the DFL series provides a thorough
status and logging report system; this system, however, has its constraints due to the memory size.
Those limitations may cause inconvenience to security administrators or IT managers occasionally. To
avoid this predicament and expand the abilities of network monitoring and analyzing, we have

infroduced ManageEngine® Firewall Analyzer o complement our DFL series.

ManageEngine® Firewall Analyzer is a web-based, agent-less, firewall log analysis and reporting
software. The software application monitors, collects, analyzes, and archives logs from network
perimeter security devices and generates reports. Two prominent features of the application are

network monitoring and security reports.

ManageEngine® Firewall Analyzer consists of four parts - syslog server, log parsing engine, Web GUI,
and MySQL database. The Syslog server collects logs from the firewall and passes them on o the log
parsing engine for further data processing. The MySQL database sorts data, produces various reports,
and archives logs. To provide users with an easy and friendly way to view reports and configure their
system, Web GUI was developed to achieve this goal. ManageEngine® Firewall Analyzer joins all
components together fo help security administrators and IT managers manage bandwidth
management, network security, monitor web site visits, audit traffic, and ensure appropriate usage of

networks by employees.
By combining a powerful DFL logging system with smart ManageEngine® Firewall Analyzer analysis, we

deliver a complete network reporting and analysis solution for network administrators and IT

managers.
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Step 1: Double-click ManageEngine_FirewallAnalyzer_7

Step 2: Select Advanced Install

2dyze BB]

Welcome to the InstallShield Wizard for ManageEngine
Firewall &Analyzer 7

One-Click Install

Choose this option to install Firewall Analyzer in a single
step. This means that you agree to the product licensing
terms, and Firewall Analyzer will be installed with the
following specifications:

C:\ManageE ngine\Firewall
WebServer Port 8500

Install and Start as Service
Language of Installation: English

Advanced Install
Choose this option to specify custom settings for the Firewall
Analyzer installation.

MNote: Minimum system requirements for Firewall Analyzer is
512 MB of RAM*
1 GB of disk space*

*Please visit www.frwanalyzer.com for further details

Advanced Install > | One-Click Install > Cancel J

Notice: ManageFirewall Analyzer requires at least 512 MB of RAM and 1GB of disk space.

Step 3: Click "Yes” to agree fo the terms of this license agreement

License Agreement
Please read the following license agreement carefully.

Press the PAGE DOWHN key to see the rest of the agreement.

ManageE ngine Firewall &Analyzer 7
Copyright [c] 2010 Z0HO Corp. &ll rights reserved.

This License Agreement details the policy for license of ManageEngine [R) Firewall
Analyzer [Licensed Software) on the following topics:

[1) Evaluation License
[2) Comme;rcial License
[3) Technical Support o

Click Yes to agree to the terms of this license agreement, and proceed with the installation.
Click Mo to quit the installation.

< Back Yes No
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Step 4: Select “Standalone Edition”

£ .

Edition Selection Panel
Select the Edition you wish to install

(¢ Standalone Edition

Suitable for Small - Medium Business [SMB] requiring single installation. Analyze
unlimited devices with premium features. Trial version expires in 30 days.

" Distributed Edition

Suitable for Large Enterprise for high scalability. Includes all premium features plus
distribution capability. Provision for multiple installation of Firewall Analyzer and
provides consolidated view through Admin Server Web Console. Trial version
expires in 30 days.

< Back Next > Cancel

Step 5: Choose Destination Location

Choose Destination Location
Select folder where Setup will install files.

Setup will install ManageE ngine Firewall Analyzer 7 in the following folder.

To install to this folder, click Nest. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\ManageEnaine\Firewall Browse...

< Back | Next > I Cancel I
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Step 6: Select port and language
Please change default Web Port 8500 to unused ports e.g. 8505 fo avoid port conflicts. If you don't

change the web port, you may encounter initialization problems when Firewall Analyzer starts up.

ManageEngine Firewall Analyzer 7 @

Port and Language Selection Panel
Select the Firewall Analyzer WebServer port and the language for installation

Firewall Analyzer uses 8500 as the default web server port.
If you want to use a different web server port, enter the port number here.

‘web Port ] a505

Language of ;

Installation : lEngllsh L"
e Protocol :

MNote :Please ensure that your web browser supports the chosen language

< Back I Next > I Cancel

Step 7: Select “Install Firewall Analyzer as service”

ManageEngine Firewall Analyzer 7 @

Windows Service

This option will install ManageEngine Firewall Analyzer 7 as a
Windows service

[ Anstall Firewall &nalyzer as service:

< Back | Next > I Cancel
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Step 8: Name the Program Folder

Program Folder

Setup will add program icons to the Program Folder listed below. You may type a new folder
name, or select one from the existing folders list. Click Next to continue.

Program Folders:

]ManageEngine Firewall &nalyzer 7

Ezisting Folders:

Dell QuickSet

Dell Tools =

D-Link ¥PN Client

Dr.eyesz B8 st

ESTsoft

FileZilla FTP Client

Intel PROS et 25

Java 2 Runtime Environment

Lotus Applications D!

|

< Back Next > Cancel

Step 9: Click Next to start copying files

ManageEngine Firewall Analyzer 7 @

Start Copying Files
Review settings before copying files.

Setup has enough information to start copying the program files. |f you want to review or
change any settings, click Back. If you are satisfied with the settings, click Nest ta begin
copying files.

Current Settings:

Installation Directory : C:\ManageEnginehFirewall
Programs Folder : ManageE ngine Firewall Analyzer 7
‘Web Server Port : 8505

Cancel

< Back

D-Link



8 Firewall Analyzer for DFL Firewalls Quick Start Guide

Step 10: Skip Registration process

ManageEngine Firewall Analyzer 7 @

Registration for Technical Support [Optional)
Enter Your Details below

Name |

E-mail Id l

Phone |

Company Name I

Country |

Next > | Skip

Step 11: Finish Firewall Analyzer installation

ManageEngine Firewall Analyzer 7

InstallShield Wizard Complete

Setup has finished installing ManageE ngine Firewall Analyzer 7
On your computer.

IV ¥es, | want to view readme file

I™ Start Firewall &nalyzer Server

Technical support: fwanalyzer-support@manageengine.com

I Finish |
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Startup

Syslog and SNMP setup on firewall side
Before Firewall Analyzer can collect logs from the firewall, the firewall has to set up Syslog and SNMP
parameters first. You can add a syslog receiver or SNMP event receiver by navigating to

System -> Log and Event Receivers -> Add as shown in Figure 1.

® ®
- ﬁ Logged in as administrator
admin - 192.168.1.30

Building Networks for People

 Home W Configurationv T Toolsv | 4§ Statusv = % Maintenance = Setup Wizard @ Logout | 7 Help
Eﬁ; Log and Event Receivers
2 DFL-800 0, remove snd oonfgurs the servers that e t reosive log and svent informaton from s systerm.
B System
{1} Date and Time
@os
& Remate anagement Type ¥ IPAddrass v Port v. Comments ¥
{5 Log and Event Receivers Memory Log Receiver The internal logger in the firevall
[, DHCP
18 tisc. Clients (@ Right-clck on  row for & ptors,
(- =m Hard nitor

- § Rules
B-{gd Interfaces

[ Routing
(- @ DP/PS
B-{ggUs
(-3 Traffic Mana
|9 ZoneDe!

hentication

Figure 1: Log and Event Receivers

Affer you choose syslog receiver, more options are shown on the screen as shown in Figure 2.

Syslog Receiver
A Syslog receiver is used to receive jog events from the system in the standard Syslog format.
General SeverityFitter IMessage Exceptions
#/ General
Name:

syslog_client
s:|192.168.1.30 v

localo V2

514

#/ Comments

Comments: Firgwall anzlyzer hosts on 152.168.1.30

Figure 2: Syslog Receiver Configuration, General tab

In General tab (Figure 2):

Name: syslog_client

IP Address: 192.168.1.30 —— In this example, firewall analyzer hosts on 192.168.1.30
Facility: local0 (default)

Prot: 514 (default)
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The severity of each event is predefined by NetDefendOS. For each event, the order of severity from
high to low is Emergency -> Alert -> Critical -> Error -> Warning -> Notice -> Info -> Debug. You can

select the events which you want to send fo the syslog receiver in SeverityFilter tab as shown in Figure
3.

the - -
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