HacTtpolika IGMP Ha DSR-500/500N/1000/1000N

MpumeyaHue: ncnonbsyemas sepcus firmware 1.04B58_ WW wnnu HoBee.
Mpn Heobxo0AMMOCTM 06HOBUTL BEPCUIO A0 aKTyanbHON MOXHO oTcloga: http://tsd.dlink.com.tw/

Bkntountb IGMP Proxy ( Advanced -> Advanced Network -> Enable IGMP Proxy ), coxpaHuTb.
[o6aBuTb agpeca UCTOYHMKA MY/IbTUKACTA. ITW 3aNUCKM aBTOMATMYECKMN CO34aayT Heobxoammble
pa3spelwatolme npasuna ana Firewall. [ns sToro HaxkaTb «Add» :
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Application Rules » Helpful Hints...

Website Filter IGMP SETUP LOGOUT

Firewall Settings » The I allows the user to enable IGMP proxy on a LAN interface.
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B oTKpbiBlemca okHe B noasax «Network Address» n «Mask Length» nponucaTb agpec/macky
MCTOUYHMKOB My/ibTUKAcTa, Hanpumep 192.168.1.34/32, nnbo cetb (192.168.1.0/24), ecam
WCTOYHWMKOB HECKOJ/IbKO, U OHU U3 OAHOM NOACETU.
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» Helpful Hints...

Internet Settings IGMP CONFIGURATION Configure mask length as

Wireless Settings 14 er to configure the IP network or the host address of the multicast source. th p
nask length should be
provided.
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VPN Settings
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TaK KaK agpeca, C KOTOpbIX NPoM3BOAMTCA BelaHue IPTV, 06blYHO HEN3BECTHBI, A5 UX ONpeaeneHus
Heobxoanmo BKAUUTL Warning - coobweHusa ans Kernel B cMcTemMHOM KypHane:
TOOLS -> Log Settings -> Logs Facility , BbibpaTb Kernel, HakaTb Display :

DSR-500N / / SETUP ADVANCED TOOLS STATUS HELP

» Helpful Hints...

Date and Time LOGS FACILITY Logourt f In u!der to_x_: fi_gure a
logging fadility, fir ct
the facility and then press
'Display' button.

(f§ Log Settings This page allows user to set the date and time for the router. User can use the automatic or manual date
Wp{m his choice.
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M 3peco:
Tools -> Log Settings -> Logs Configuration -> Dropped Packets un All Broadcast / Multicast Traffic :
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» Helpful Hints...
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This page allows user to configure system wide log settings.
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VLAN to VLAN:

All Unicast Traffic:
All Broadcast |/ Multicast Traffic:

Nocne OBA3ATE/IbHOW neperpysku yCTPOICTBa B CUCTEMHOM XKypHane NOABATCA COOTBETCTBYIOLLME
coobLeHns ana oTHPoLLEHHbIX My/IbTUKACT-NAKeTOB, B KOTOPOM NpucyTcTeyeT IP-agpec UCTOUYHMKA
(8 npumepe 192.168.1.34) gns Multicast-noToka 238.10.10.12 :
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Device Info Helpful Hints...

Logs ] VIEW ALL LOGS LOGOUT ge displays

d log messal

Traffic Monitor » All your system log will be shown here. logs displayed on t
event viewer can bg

Configuration page
Tue Feb 14 - Log Settings menu.
16:41:38 2012 0200) [DSR-500N] [Kernel] [KERN LOG_PACKET [
[DROP] IN=WAR SRC=192.168.1.34 DST=238.10.10.12 JROTO=UDP —
BBT TOSR. 50N [Kernel]
[KERNEL] LOG_PACKET[DROP] IN=WAN SRC=192.168.1.34

DST-238.10.10.12 PROTO-UDP SPT-59703 DPT-5004

Tue Feb 14 16:41:38 2012(GMT+820@) [DSR-500N][Kernel]
[KERNEL] LOG_PACKET[DROP] IN-WAN SRC-192.168.1.34
DST=238.16.10.12 PROTO=UDP SPT=59783 DPT=5004

Tue Feb 14 16:41:38 2012(GMT+920@) [DSR-500N][Kernel]
[KERNEL] LOG_PACKET[DROP] IN-WAN SRC=192.168.1.34
DST=238.10.10.12 PROTO-UDP SPT-59703 DPT-=5004

Tue Feb 14 16:41:38 2012(GMT+0200) [DSR-50@N][Kernel]
[KERNEL] LOG_PACKET[DROP] TN=WAN SRC=192.168.1.34

[ Refresh Logs ] [ Clear Logs I l Send Logs ]

Tak ke cneayet ybeauTbes, 4To B HacTpolikax «Advanced -> Advanced Network -> Attack Checks»
He CToUT «NTU4YKa» Ha onumm «Block Multicast Packets»:

| Block TCP flood: i

Block UDP flood:

UDP Connection Limit: 25
4

Captive Portal
Switch Settings
Block ICMP Notification:

P
Intel™ AMT Block Fra D

Block Multicast Packets: [

DoS Attacks

SYN Flood Detect Rate [ max/sec]: 128
Echo Storm [ping pkts./sec]: 15

ICMP Flood [ICMP pkts./sec]: 100




